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Efficient & Secure
Smart Grid Honeywell

Honeywell

Nearly 50% of Honeywell’s product portfolio is link ed to energy efficiency.

The U.S. could reduce its energy consumption 15 — 20% by immediately
and comprehensively adopting existing Honeywell tec hnologies.
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U.S. Energy Consumption (all sources)

I Heating 31%
I \Water Heat 12%

I Cooling 12%

I Lights 11%

[ Refrigeration 8%

[ Electronics 7%

[ Wet Clean 5%

[ Cooking 5%

[ Other 4%

I Lights 26%
I Heating 14%
I Cooling 13%

I \Vater Heat 7%

I Ventilation 6%

[ office Equipment 6%

[ Refrigeration 4%

[ Computers 3%

[ Cooking 2%
]

US DOE Buildings Handbook, 2008 Other 13%
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Energy Efficiency At Honeywell Automation & Control

* 60% of products & services related to energy
« Large Installed Base

— 150M+ Homes

— 10M+ Buildings

— 5,000+ Industrial Facilities

— Hundreds of Utilities

— Over $5B in ESPC savings delivered since ‘88
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Residential Smart Grid Example

Baltimore Gas & Electric
* Demand response program
« Target participation:
— Almost 50 percent of eligible BGE customers
— 420,000 homes with central air conditioning
— 20-30 percent above typical participation
° Target reduction: 1GW peak Iqad rgduction
achieved nationwide today
— 200 MW of peak reduction
— Equivalent to a small- to mid-sized power plant
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Smart Grid: Residential Perspective

Existing - RN
Network - S~al
Infrastructure - S~al

Broadband
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Home Energy
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Utility

PHEV
Solar Geothermal
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Smart Grid Communication Needs

* Broadcast data (Demand Response, price signals, emergency events, etc.)
— Low volume, infrequent Broadband
— Can use currently available communication infrastructure (cellular, broadband, WiFi, v(v:i(tililutl:t‘;
Pager) with standard internet security measures e
« Real-time Consumption Data (high volume, frequent)
— Useful primarily for real-time control & usage information to consumer
— We favor meter  premises where displays & controllers can locally act upon this datd Direct meter
along with pricing information to HAN
* Minimizes risk (privacy & network stability) and maximizes benefit from real time info.
« Raw Billing Data (reading when price changes)
— Utility operations
* Aggregate Data
— Comparison over time & among neighbors, best practices, consumption pattern
recognition, suggest corrective actions, etc.
« Ultility or third party cloud-based applications operating on anonymous summary data
« Little risk for privacy or network stability in case of breach of security
« Can use standard internet communication with standard security measures

Optimal Network(s

AMI

Internet portal

« T&D: relatively few points (substations); mission-critical, but already connected Existing
connectivity
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Optimal Architecture for Smart Grid

Utility Existing Networks (Cellular,
Backoffice Broadband, etc.) With Proven
Security Models
Utility
Operations
Advantages N \

* Scalability and Throughput AMI N HE
« Instant Feedback Network L

« Better Control

* Innovation and Evolution
* Security and Privacy Meter
« Lower Cost

« Faster Time to Market

= Energy Consumption Data
=P Primary DR Path
== == P Redundant Secondary DR Path
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Cyber Security Vulnerabilities for Smart Grid

N
i

The Impact of a Security Breach *

* Wide Effect, High Impact on the \ ; v
Grid, Attacker may be Remote
EMS
HAN
Local Effect, Narrow Impact,
g::/\lf Attacker Needs to be Local
*Does not represent the difficulty or ease of executing the breach.

Meter %
=== Energy Consumption Data

=) Demand Response Trigger
1

[ $
% & ' (
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Impact of Cyber Security Vulnerabilities

Threat Attacker
Location
AMI Netwgrk Network
Compromised Remote Stability

DR Manipulated in

“Cloud™ Network

Stability

Customer Privacy
Breached in “Cloud”* Remote Loss of Privacy

HAN Compromised Local

Nuisance

Narrow

* “Cloud” refers to both a Utility Back Office and Energy Service Provider
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Architectural Recommendations

e The Smart Grid Architecture should include Meter  HAN
energy information exchange over well-defined interface

— Most scalable, economic, secure, effective (instant feedback, better
control) and privacy-protecting approach

— Obviates the need for large capacity in AMI networks
— Does not preclude third-party service providers
 The utility-to-customer communication (price signals, demand
response, etc.) should use existing communication infrastructure
(broadband, cell, etc.) and establish a clear demarcation point
— Avoids unnecessary investments (AMI can still be used as backup)

— Allows technology innovation for both the utility side and the home
area network

* Lessons from past large-scale deployments should be used
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Novar Remote Energy Management Service

< Example: Honeywell's Novar keeps
energy consumption and costs low for
multi-site businesses and reduces peak
loads for utilities

— Novar currently manages 6 gigawatts of load

e Top Novar multi-site customers 2 (
1 E%
 Typical results T -
— 20-25% energy efficiency %

— 10-20% peak load reduction = ;(/&
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Honeywell ARRA Project in California —
Automated Commercial & Industrial Demand Response
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Honeywell ARRA Project in California —
Automated Commercial & Industrial Demand Response
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Honeywell ARRA Project in California —
Automated Commercial & Industrial Demand Response

neywell Proprietary

Honeywell S
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Honeywell ARRA Project in California —
Automated Commercial & Industrial Demand Response
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Business Case For Energy Conservation

Payback Period Benefits availability Green ?
Coal 10-15 years 2-3 years Not Optimal
Nuclear 20+ years 5+ years OK
Renewables: wind, Exceeds useful life of asset | Varies Good
solar
Energy Efficiency 3-5 years Immediate Excellent

« Energy Efficiency is clearly the best near-term investment, so why
doesn’t the nation do more of it?
— Propensity towards consumption rather than investment
— Lack of capital availability / credit crunch
— Utility regulation still incentivizes capital spending
» Favors megawatts rather than negawatts

« Favors expensive, unnecessary smart-grid infrastructure instead of reusing the
nation’s existing communications infrastructure
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Policy Recommendations

 Incentivize energy efficiency — the “first” fuel
— Cheapest and cleanest fuel
— “Energy efficiency offers a vast, low-cost energy resource for the U.S.
economy — but only if the nation can craft a comprehensive and innovative
approach to unlock it.” Unlocking Energy Efficiency in the U.S. Economy -
McKinsey Global Energy and Materials, July 2009
— Incentivize utilities to promote negawatts rather than build megawatts

Demand Response is an essential prerequisite to the widespread use of
renewables

Honeywell products can use existing communications infrastructure

which leads to smart-grid benefits faster.
— 99+% population has access to broadband or cellular communications
— Advanced Metering Infrastructure (AMI) networks are not needed to achieve

the savings.
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